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Abstract. Most of the works concerning cryptographic applications of cellular
automata (CA) focus on the analysis of the underlying local rules, interpreted as
boolean functions. In this paper, we investigate the cryptographic criteria of CA
global rules by considering them as vectorial boolean functions. In particular, we
prove that the 1-resiliency property of CA with bipermutive local rules is pre-
served on the corresponding global rules. We then unfold an interesting connec-
tion between linear codes and cellular automata, observing that the generator and
parity check matrices of cyclic codes correspond to the transition matrices of lin-
ear CA. Consequently, syndrome computation in cyclic codes can be performed
in parallel by evolving a suitable linear CA, and the error-correction capability is
determined by the resiliency of the global rule. As an example, we finally show
how to implement the (7,4, 3) cyclic Hamming code using a CA of radius r = 2.
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1 Introduction

Cellular Automata (CA) provide an interesting framework for developing cryptographic
primitives such as stream and block ciphers. The reason is twofold: first, depending on
the local rule, CA can exhibit chaotic and unpredictable dynamic behaviors, making
them possibly useful for pseudorandom number generation (PRNG), one of the most
important building blocks in cryptography. Second, being a massively parallel model,
CA can be efficiently realized in hardware, and thus they are interesting for implement-
ing cryptographic applications on devices with limited computational resources.

Wolfram [10] was the first to pioneer the use of CA for keystream generation, using
the elementary rule 30. However, the design was discovered to be insecure against the
Meier-Staffelbach [7] and Koc-Apohan attacks [3l], due to the fact that rule 30, when
considered as a boolean function f : }Fg — [F,, is not 1-resilient and has a low nonlinear-
ity. Since then, some researchers [4/2] focused on the search of CA local rules having
good cryptographic profiles.

To the best of our knowledge, there are no works in the literature addressing the
cryptographic properties of CA global rules. The aim of this paper is to begin filling this


https://doi.org/10.1007/978-3-319-44365-2_4

The final publication is available at Springer viahttps://doi.org/10.1007/978-3-319-44365-2_4

gap by investigating CA as a particular kind of vectorial boolean functions. Specifically,
we focus on the resiliency criterion, the reason being that resilient vectorial functions
both have applications in stream ciphers and error-correcting codes.

We first show that the global rules of bipermutive CA are always at least 1-resilient,
thus generalizing the result in [4]] about bipermutive local rules. We then prove an equiv-
alence between linear CA and linear cyclic codes. In particular, we show how the sys-
tematic encoding of cyclic codes actually corresponds to the preimage computation pro-
cess of the all-zeros configuration in linear CA, while syndrome computation is equiv-
alent to the application of the CA global rule, and can thus be performed in parallel.
Leveraging on the theory of resilient vectorial functions, we remark that the resiliency
order of a linear CA can be used to determine the minimum distance of its associated
cyclic code. To sum up the results of the paper, we finally show how the (7,4,3) cyclic
Hamming code can be implemented using a CA of radius r = 2 and length n = 7.

The rest of the paper is organized as follows. Section 2 recalls some basic facts about
cellular automata and vectorial boolean functions. Section 3 shows that the global rules
of bipermutive CA are always at least 1-resilient. Section 4 recalls some key concepts
about the theory of error-correcting codes, and presents the connection between linear
cyclic codes and linear CA. Section 5 illustrates the results presented in the paper by
showing how to simulate the (7,4,3) cyclic Hamming codes using linear CA. Finally,
Section 6 sums up the results presented in the paper and points out future directions of
research on the subject.

2 Preliminaries on Cellular Automata and Boolean Functions

2.1 Cellular Automata

In what follows, we consider exclusively one-dimensional boolean cellular automata,
formally defined below.

Definition 1. A one-dimensional boolean cellular automaton (CA) is a triple {C, 9, f),
where C is a finite one-dimensional array of binary cells, 6 € N is the diameter and
f:F5 > Fy is the local rule.

Given an array C of length n > 9, the update of a CA is done as follows. If the diameter
¢ is odd with 6 = 2r+ 1 for r € N, then each cell i in the range {r+1,---,n—r} syn-
chronously updates its state by applying rule f to the neighborhood {i—r,---,i,---,i+r}.
Otherwise, if ¢ is even and r = /2, then each cell i in the range {r,--- ,n—r} syn-
chronously updates its state by applying f to the neighborhood {i —r+1,---,i+r}. In
both cases, the parameter r is called the radius of the CA. The global rule of a CA
(C, 6, f) with array of length n =m+¢ -1 is the function F : ) — F' defined as

F(C)=F(C|,”’,Cn)=(f(C],"',C(s),"',f(cnf§+],"',Cn)) .

In what follows, we identify a CA (C, ¢, f) by its global rule F : F] — FJ'.

The most common way to represent a CA is by means of the truth table of its local
rule f. Since f depends on ¢ variables, it means that there exist a total of 2% possible
local rules. Another convenient way of representing a CA rule f is through its Wolfram
code, which is basically the decimal encoding of the truth table of f.
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2.2 Vectorial Boolean Functions

A boolean function is a mapping f : F) — F. The boolean functions adopted in cryp-
tography for the design of stream and block ciphers must satisfy several criteria, among
which one of the most important is resiliency:

Definition 2. A boolean function f :F; — Fy is said to be t-resilient if, by fixing at
most t input coordinates, the resulting restriction of f is balanced, i.e. its truth table is
composed of an equal number of zeros and ones.

A very well-known secondary construction to obtain a (¢ + 1)-resilient function of n+ 1
variables from a t-resilient function of n variables is to simply add (XOR) an additional
variable, as shown in [9]. This method is formalized in the following result:

Proposition 1. LetI={ij, - ,i;+1} {1, - ,n}and J ={j1, -, ju—r—1} ={1,--- ,n}\ I be
complementary sets of indices. Additionally, let f . F — IF; be a boolean function of n
variables defined as

f(-xl" B ,xn) = g(le" B ,xj,l,t,l)EB-xil @"'®xi,+l >
where g : F’z’”’l — Iy is a boolean function of n—t— 1 variables. Then, f is t-resilient.

Let n > m. A vectorial boolean function (also called a S-box) is a mapping F : F] — F}
with n input variables and m outputs. By fi,---, fin : F’z’ — F» we denote the coordinate
functions of F, that is, the m boolean functions which specify the value of each output
bit of F:

Flxy,-,x0) = (il x), o(xn, o x), s fn (x5 X0))

The component functions of F are defined as v- F for all v € FJ' \ {0}, where - denotes
the scalar product modulo 2. Since

Vv-F=vifilxr, %)@ @V fru(x1, -+, x0)

it follows that the component functions are the linear combinations of the coordinate
functions of F.

Remark 1. Let F : ]F’Z”+5‘1 — F7' be a one-dimensional boolean cellular automaton of
length n =m+¢6—1 defined by a local rule f : ]Fg — F, of diameter §. Since each output
cell y; depends only on the input cells x;,-- -, xj+5—1 under application of the local rule,
the coordinate functions of F are fi(x1,---,x,) = f(xi,- -+, Xizs—1) fori e {1,--- ,m}.

We now define the resiliency property for vectorial functions.

Definition 3. Let F : ]Fg — ]F’z" be a vectorial function, and 1 <t < n. Function F is
said t-resilient if, by fixing any t input variables x;,,---,x;, the resulting restriction
F: Fg" — ) is balanced, i.e. for all y € F7' it follows that |[F~1(y)| = 2.

Note that for m = 1 Definition [3]is actually equivalent to Definition 2] for boolean func-
tions. The resiliency of a vectorial function can be characterized by the resiliency of its
component functions, as the next result proved in [1] shows:

Proposition 2. Let F : F) — FY' be a vectorial boolean function in n variables and m
outputs. Then, F is t-resilient if and only if for all v € F3' \ {0} the component function
v-F is t-resilient.
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3 Resilient Vectorial Functions from Bipermutive CA

We now show that bipermutive cellular automata are always at least 1-resilient when
considered as vectorial boolean functions. To this end, recall that a rule f : Fg — F, of
diameter 6 € N is bipermutive if it is defined as

S, x2,0 00, X6-1,%5) = X1 ©g(x2, -+, X5-1) D X5 (D

for all x = (x1,x,-+ ,Xs5-1,X5) € ]Fg, where g : ]Fg’z — Fy. Clearly, by Proposition
any bipermutive local rule is also a 1-resilient boolean function. The following result
characterizes the component functions of a cellular automaton based on a bipermutive

rule:

Lemma 1. Letm,6 e Nandlet F : F’Z”*a’l — F} be a CA of lengthn=m+6—1 defined
by a bipermutive local rule f : Fg — Fy. Then, for all v € F}' \ {0} the component function
v-F is bipermutive as well.

Proof. Let f be defined as in Equation (I)). Given v € F'\ {0}, denote the support of v
as follows:
supp(v) ={ir,-- b ={i :v; #0} . (@)
Then, the component function v- F can be expressed as:
v-F= Xiy ®g(-xi1+19 e ’xi1+1+5—2) 69-)Cl']+5—1 - @xik ®g(-xik+17 e ’xik+5—2)®xik+6—1 .
3)

Notice that the leftmost and rightmost variables x;, and x; 5-1 appear exactly once in
Equation (), thus they are never canceled. Let G be the boolean function defined as:

G(-xi1+1a"' ’xik+5—2) = g(xl'1+1"" 9-xi1+5—2)®xi1+(5—1 ®-- '®xik ®g(xik+ls"' 9-xik+(5—2) .

C))

Hence, the component function v- F has the form:
Vo F =X, @G(Xi 415 5 Xig+6-2)  Xip45-1 - ()
As a consequence, v- F is bipermutive. a

Combining Lemma I]and Proposition [I] we get the following result:

Theorem 1. Let m,6 € N and let F : F’Z"+5_1 — FJ' be a CA of length n =m+¢6-1
defined by a bipermutive local rule f : IF‘; — Fy. Then, F is at least 1-resilient.

4 Linear CA and Linear Codes

4.1 Basics on Linear Codes

We now restrict our attention to the class of linear resilient CA, i.e. resilient CA whose
local rule is a linear combination of the neighborhood cells. In this case, an interesting
connection with linear codes can be observed. We first recall some basic facts about
linear codes; for a thorough treatment of the subject, the reader can refer to [6].
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Definition 4. Let n,m,d € N such that n > m, and let g = p® be the power of a prime
number p. A (n,m,d) linear code C is a m-dimensional subspace of the vector space F”,
such that the Hamming distance between any two vectors c1,c3 € C (called codewords)
is at least d. The parameters n, m and d are respectively called the length, the dimension
and the minimum distance of C.

In what follows, we focus on binary linear codes, where g = 2.

Since a (n,m,d) linear code C is a subspace of dimension m of F’z’, it is possible
to specify it using a m X n matrix G whose rows form a set of m linearly independent
codewords of C. Such a matrix G is called a generator matrix for code C. The encoding
process simply amounts to multiplying a message vector u € F}! by matrix G, thus
obtaining the codeword ¢ = uG. Another matrix associated to a linear code is its parity
check matrix, which is useful for error correction. The parity check matrix for C is a
matrix H of dimensions (n—m) X n such that Hx" = 0 if and only if x € C. In general,
the vector s = Hx " is called the syndrome of x € F.

The dual code of a (n,m,d) linear code C is the set Ct ={x € IF; :x-y=0,YyeC},
that is, the set of all vectors in ]Fg which are orthogonal to the codewords in C. The
parity check matrix H of C is a generator matrix for C*, and vice versa the generator
matrix G of C is a parity check matrix for C*. This means that C* is a code of length n
and dimension n —m.

Notice that each codeword ¢ € C defines a ball B, of radius ¢t = | (d—1)/2], since the
minimum distance is d. Suppose now that a codeword c € C is transmitted over a noisy
channel, and at most ¢ errors occur, i.e. at most ¢ bits of ¢ are flipped. The received
word z will always be inside ball B,, thus making it possible to retrieve the original
codeword by determining the center of the ball to which z belongs to. This procedure
can be carried out in linear codes through syndrome decoding as follows. Let c € C be
a codeword and e € FJ be an error pattern introduced by the channel, having Hamming
weight at most 7. A received word can thus be expressed as z = c®e. Given a parity
check matrix H of C, the syndrome of zis s = Hz' = H(c®e)" = Hc' ®@He' = He'.
In order to retrieve c, it thus suffices to determine the error pattern e corresponding to
s, and output ¢ = z@e. This task can be performed by storing in a table the set of all
possible error patterns of weight at most ¢ together with their syndromes.

We now introduce the class of linear cyclic codes.

Definition 5. A (n,m,d) linear code C CF) is called cyclic if it is closed under cyclic
shifts, i.e. for all ¢c = (c1,¢3--- ,¢,) € C, it holds that ¢’ = (¢p,-++ ,cu,c1) € C.

A cyclic code is described by its generator polynomial g(x) = go+g1x+ -+ gn—mx" ",
where g; € F for all i € {0, - ,n—m}. If the m-bit message u = (uo, -+ ,Um—1) 1S repre-
sented by the polynomial u(x) = o + 1 X+ - -+ + ft,,_1 X!, then the polynomial corre-
sponding to the codeword c is ¢(x) = u(x)g(x). There exists a one-to-one correspondence
between cyclic codes of length n and divisors of x" — 1. In particular, a (n,m,d) code C
is cyclic if and only if its generator polynomial g(x) divides x" — 1.

Given a (n,m,d) cyclic code C with generator polynomial g(x) of degree n—m, the
polynomial A(x) = (x" — 1)/g(x) of degree m is called the parity check polynomial of
C. Analogously to the parity check matrix, A(x) satisfies the property that the code-
word associated to a polynomial d(x) belongs to C if and only if d(x)h(x) = 0. The


https://doi.org/10.1007/978-3-319-44365-2_4

The final publication is available at Springer viahttps://doi.org/10.1007/978-3-319-44365-2_4

relationship between the generator/parity check polynomials of a cyclic code C and its
generator/parity check matrices is given by the following result:

Theorem 2. Let C CF) be a (n,m,d) cyclic linear code with generator polynomial
gx)=go+g1x+---+gn_mXx" ™ and parity check polynomial h(x) = hg+hyx+-- -+ hy,x™.
Then the following are respectively a generator and a parity check matrix for C:

80 Gnm O v 0 T T | B |
080 “~+ Gnom O v oee oo 0 0 My - hg O oo venoee 0
G={. . . . o . s H= . . . . .
0 v oo e o 080t G 0 «onveeee e Oy e B

(6)

As a consequence of Theorem [2] the dual code CT of a cyclic code is again a cyclic
code of length n and dimension n —m.

One of the main advantages of cyclic codes is that they can be easily implemented
using Linear Feedback Shift Registers (LFSR), as shown in [6, pp. 193—195]. In partic-
ular, if the parity check polynomial (x) of a (n,m,d) cyclic code is such that iy # 0,
the codeword of a message y € F' can be generated by a LFSR of length m whose tap
polynomial is the reciprocal A(x) = hyy + hyp1 X+ -+ + X" of h(x). The registers are ini-
tialized to the values po, - -+, um—1 of u, and the LFSR is evolved for n steps. The output
of length n produced by the LFSR is the codeword corresponding to u. Notice that the
first m output bits are exactly the original message u, while the remaining n —m are
the parity check bits. This encoding procedure is called systematic, since the bits of the
message appear unaltered in the corresponding codeword. If no errors are introduced
by the channel, the decoding process is immediate since it just consists of truncating
the codeword to its first m bits.

4.2 Linear CA and Cyclic Codes

A cellular automaton F : F’2"+5‘1 - IF’Z” is called linear if its local rule is defined as
f(x1, - x5) =a1x;1®---®asxs, with a; e Fp for all i € {1,--- ,6}. The global rule of F is
described by a m X (m + 6 — 1) transition matrix Mg of the following form:

alll' a5 O e e e eee see see O
0 ay - as O v vee o 0

Me=. . .. . . .. .| 0
O ee e eee see sae O al .o aé

In particular, when the CA is bipermutive and linear we have a; = as = 1. The applica-
tion of the CA global rule F to a configuration x € IF;”‘S‘] corresponds to the multipli-
cation y = Mpx'.

One can notice that the generator and parity check matrices of Equation (6) in The-
orem [2] have the same form of the linear CA matrix in Equation (7). In particular, the
systematic encoding for cyclic codes described above can be simulated through cellular
automata. As observed in [3]], computing a preimage of a spatially periodic configura-
tion in a linear bipermutive CA is equivalent to a concatenation of LFSR, where the
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Dy Dy Dy Dyy-1

Fig. 1: Concatenation of a LFSR with a sequence of n—m zeros, which computes a
preimage x € F~(0).

LFSR associated to the local rule is disturbed by the LFSR which generates the spa-
tially periodic configuration. In our case, we are only interested in a preimage of a finite
configuration. Thus the general scheme consists of the LFSR associated to the rule
where the feedback is additively disturbed by the bits of the configuration. If one takes
the all-zeros configuration 0, it can be observed that the resulting concatenated LFSR of
Figure[I]is equivalent to the LFSR used for the systematic encoding of a cyclic code. As
a matter of fact, adding a sequence of zeros to the feedback of a LFSR does not change
its dynamics. In the context of cellular automata, the system represented in Figure [I]
is equivalent to the computation of a preimage of 0 € F)™, in particular the preimage
determined by the m-bit block u.
To summarise the discussion above, we have thus proved the following result:

Theorem 3. Let F : ]Fg”g — ' be a linear cellular automaton defined by a local rule
f(x)=a1x1®---®asxs of diameter 6 =0+ 1 witho €N, and let g(x) =a;+ayx+---+asx®
be the polynomial associated to f. If g(x) divides X" — 1 where n = m+ o, then F is
equivalent to a cyclic code C of length n and dimension m. The generator matrix of
C is the CA matrix Mp associated to F, while g(x) is the generator polynomial of
C. Additionally, let h(x) = hy, + hyp_1x+ - + hox™ be the reciprocal of the parity check
polynomial h(x) = (x" —1)/g(x), and let f (x) = hypx1®- - ®hoxm+1 be the corresponding
local rule. Then, the matrix My associated to the linear CA F : Fy™® — F{ induced by
rule f is a parity check matrix for C, and C = F~! 0).

In other words, by Theorem [3] we can implement a linear cyclic code of length n and
dimension m with a cellular automaton as follows:

1. Given m and n = m+ o with o € N, determine a local rule f of diameter 6 = o+ 1
such that the associated polynomial g(x) divides x* — 1.

2. Compute the reciprocal A(x) of the parity check polynomial A(x) = (x" — 1)/g(x),
and determine the corresponding local rule f of diameter m + 1.
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3. Systematic encoding: Let F : Fy "¢ — F] be the linear CA of length n induced by f.
A message p € F7' is encoded by computing the preimage x € F~1(0) whose leftmost
m-bit block equals . This preimage can be computed by the LFSR in Figure[T]

4. Syndrome computation: given x € F)", the syndrome of x is s = F(x). If the syn-
drome s equals 0 € Fg then x is a codeword of C. Otherwise, one can apply the
syndrome decoding procedure to retrieve the original codeword.

The main advantage of the above procedure is that the computation of the syndrome
can be performed in parallel, since it corresponds to the application of the CA global
rule F' to the word %.

Notice that up to now we did not consider the minimum distance of the cyclic codes
generated through linear CA, which is necessary in order to assess their error-correction
capability. This is where the resiliency order of the CA comes into play. In particular,
the connection between (n,m,d — 1) general linear resilient functions and linear codes
is given by the following theorem [J]:

Theorem 4. A (n,m,d — 1) resilient linear function F : ]Fg - IF’Z” is equivalent to a
(n,m,d) linear code C.

We already know from the previous section that all bipermutive CA are always at least
1-resilient, thus a linear and bipermutive CA which satisfies the hypotheses of Theo-
rem [3]is equivalent to a linear cyclic code with minimum distance at least 2. More in
general, we can refine Theorem [3]on account of Theorem 4] as follows:

Theorem S. Let F : ]Frznw — F} be a linear CA satisfying the hypotheses of Theorem
If F is (d — 1)-resilient, then the cyclic code associated to F has minimum distance d.

5 Cyclic Hamming Codes through Linear CA

To sum up the results presented in the previous section, we show an example of cyclic
code generated by a linear CA. In particular we focus on cyclic Hamming codes, which
are codes with minimum distance d = 3 and thus they can correct up to 1 error. The
main reason for this choice is the simplicity of syndrome decoding in Hamming codes.
As a matter of fact, the position of the column of the parity check matrix H containing
the value of the syndrome is the position where the error occurred.

Example 1 (The (7,4,3) cyclic Hamming code). Let F : IF’; — ]Fg be the linear CA in-
duced by the local rule f: ]Fg — F, defined as f(x) = x| ®x ® x4. The associated poly-
nomial is g(x) = 1+ x+ x>, while the CA matrix is:

1101000
0110100
0011010 - ®
0001101

Mp =

The polynomial g(x) divides x” — 1, and we have A(x) = (x7 = 1)/g(x) = 1 + x+x% + x*.
Further, we can deduce from matrix My that F is 2-resilient. As a matter of fact, it
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is not difficult to see by exhaustive enumeration that each nonzero vector v results in
a sum of rows which always have at least 3 ones. Hence, by Theorem [5] the code C
associated to F is the (7,4, 3) cyclic Hamming code. Remark that h(x)=1+x2+x3 +x*
is the reciprocal of the parity check polynomial /(x). The local rule f associated to the
polynomial /(x) is f(x) = x; ® x3® x4 ® x5, and thus it has radius r = 2. In particular, the
Wolfram code representing the truth table of f is 1768527510. The transition matrix of
the linear CA F : F] — F3 induced by rule f is the following:

1011100
Mz=[0101110] . )
0010111

Let 4 =(0,1,1,0) € F‘z‘ be a 4-bit message. The systematic encoding of u under the
Hamming code (7,4,3) can be accomplished by computing the preimage x of (0,0,0)
under the action of F, with the leftmost 4 bits of x initialized to . This process is
depicted in Figure 2] Hence, the codeword corresponding to x is x = (0,1,1,0,1,0,0).

Let us now assume that x is transmitted through a noisy channel and the fourth bit
of x is flipped, thus yielding the word ¥ = (0,1,1,1,1,0,0). The receiver applies to X the
CA F defined by rule 1768527510, thus obtaining the syndrome s = F(x) = (1,1,0), as
shown in Figure Eka). To correct the error, the receiver looks at the CA matrix M and
finds that the syndrome appears in the fourth column. Thus, the receiver knows that a
transmission error has occurred in the fourth position of %, and the original codeword
can be recovered as ¥4 (0,0,0,1,0,0,0) = x.

6 Conclusions and Future Directions

In this work, we began investigating the cryptographic properties of CA global rules,
focusing on resiliency. In particular, we proved that the global rule of a bipermutive CA
F is always at least 1-resilient, since each component of F is still a bipermutive boolean
function. We then presented an equivalence between linear cyclic codes and linear CA,
showing that syndrome computation in the former is equivalent to applying the global
rule to the received word in the latter, and can thus be performed in parallel. Finally, the
resiliency order of a linear and bipermutive CA can be used to determine the minimum
distance of the corresponding cyclic code, and we applied these results by showing how
the (7,4, 3) cyclic Hamming code can be implemented using a linear CA of radius r = 2.

J u
x=[of1]1]o[?[2]7] x=[o]1]1]o]1]o]o0]
0=[ofo]o] 0=[ofo]o]

(a) Initialization (b) Complete codeword

Fig. 2: Example of systematic encoding of u = (0,1,1,0) € ]F‘Z‘ using rule 1768527510,
defined as f(x) = x| ®x3® x4 D x5.
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v [+ [+ ]1]a]o] i
0101110
s=11]1]0] 0010111

T

(a) Syndrome computation (b) Error correction

Fig. 3: Example of error correction using rule 1768527510. The cell marked by * indi-
cates where the error occurred.

There are several directions along which the present work can be extended, both

on the cryptographic and on the coding-theoretic sides. For the cryptographic part,
one could characterize the global rules of bipermutive CA in terms of other proper-
ties such as nonlinearity and differential uniformity. About the coding-theoretic part,
cyclic codes form a broad class including for example BCH and Reed-Solomon codes.
Hence, it could be interesting to investigate how to implement these codes through CA
by elaborating on the method presented in this paper.
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