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Asynchronous CA Model

I One-dimensional array of n binary cells c = (c1, · · · ,cn)

I Local update rule f : {0,1}2r+1→ {0,1}
I Asynchrony mask s ∈ {0,1}n−2r , s = (sr , · · · ,sn−r)

ci(t +1) =

f(ci−r , · · · ,ci , · · · ,ci+r) , if si = 0

ci , if si = 1

Example: f(ci−1,ci ,ci+1) = ci−1 ⊕ci ⊕ci+1 (Rule 150)

(a) Synchronous update

c(t +1) = 0 0 1 1 1 0

0 0 0 0 0 0s =

⇓

10c(t) = 1 0 0 1 0 1

(b) Asynchronous update

c(t +1) = 0 1 1 0 1 0

0 1 0 1 0 0s =

⇓

10c(t) = 1 0 0 1 0 1
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Side-Channel Attacks

I Target the implementation of a cipher
I Idea: Gain information on the internal state of a cipher by

injecting faults and tracking them
I Considered attack: clock faults

a0 a1

+

· · ·

Non-clocked (faulty) components

ak−2

+· · ·

ak−1

+
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Towards Asynchrony Immunity... (Problem Statement)

Definition (Balancedness)

A CA F : {0,1}n→ {0,1}n−2r is balanced if every configuration of
n−2r cells has exactly 22r preimages under F

Remark: Balancedness is a critical cryptographic property:
unbalanced CA have statistical biases exploitable by an attacker

Problem
Which CA stay balanced under clock faults?
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Towards Asynchrony Immunity... (Game Formulation)

1. The user chooses a balanced CA F : {0,1}n→ {0,1}n−2r

y =

x =

Example: CA F : {0,1}8→ {0,1}6 induced by rule 60,
f(x1,x2,x3) = x2⊕x3
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Towards Asynchrony Immunity... (Game Formulation)

2. The adversary blocks the update of j < t cells

y =

x =

↓ ↓

Example: CA F : {0,1}8→ {0,1}6 induced by rule 60,
f(x1,x2,x3) = x2⊕x3
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Towards Asynchrony Immunity... (Game Formulation)

3. The user evaluates the global rule of the asynchronous CA F̃

y = 0 1 0 0 0 0

⇓ F̃

10x = 1 0 0 0 1 1

↓ ↓

Example: CA F : {0,1}8→ {0,1}6 induced by rule 60,
f(x1,x2,x3) = x2⊕x3
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Towards Asynchrony Immunity... (Game Formulation)

I Outcome: if F̃ is still balanced, then the user wins. Otherwise,
the adversary wins

y = 0 1 0 0 0 0

⇓ F̃

10x = 1 0 0 0 1 1

↓ ↓

Example: CA F : {0,1}8→ {0,1}6 induced by rule 60,
f(x1,x2,x3) = x2⊕x3

Asynchrony Immune CA⇔ winning strategies for the player
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Asynchrony Immunity: Definition

Difference with Resiliency Game [Chor85]: choice of the values of
the cells by the adversary⇒ stronger attack hypothesis

Definition
A local rule f : {0,1}2r+1→ {0,1} is (t ,n)-asynchrony immune
((t ,n)-AI) if, for all 0 < k ≤ n−2r and for all asynchrony masks s of
weight at most t , the synchronous CA F : {0,1}k+2r → {0,1}k and
the asynchronous CA F̃ : {0,1}k+2r → {0,1}k are balanced
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Asynchrony Immunity: Basic Properties

I Idea: search for AI rules with additional crypto properties (high
nonlinearity), pruning the search space through symmetries

I Reflection: fR(x1, · · · ,x2r+1) = f(x2r+1, · · · ,x1)

I Complement: fC(x1, · · · ,x2r+1) = 1⊕ f(x1, · · · ,x2r+1)

Lemma
Let f : {0,1}2r+1→ {0,1} be a (t ,n)-AI local rule. Then, fR and fC

are (t ,n)-AI as well
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Search for AI Rules

I Goal: find nonlinear (3,10)-AI rules
I In elementary CA, only rule 60 is (3,10)-AI, but it is linear

I Extended the search to the 224
4-neighborhood local rules

I 18 (3,10)-AI rules, 12 of which nonlinear
I All the rules found are center-permutive, i.e.

f(xi−r , · · · ,xi , · · · ,xi+r) = xi ⊕g(xi−r , · · · ,xi+r)

Conjecture
Let f be a (t ,n)-asynchrony immune local rule. Then, f is
center-permutive
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Conclusions

Summary:
I Introduction of a new cryptographic property modelled using

asynchronous CA
I Possible applications in side-channel countermeasures for

CA-based ciphers
I Performed a computer search of (3,10)-AI nonlinear

4-neighborhood rules

Perspectives:
I Prove (or disprove) the center-permutivity conjecture
I Restrict the search to surjective CA [Amoroso72]
I Design a family of bent (maximally nonlinear) AI rules
I Cryptanalyze existing ciphers (e.g., Keccak [Keccak11])
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