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» PRNG are essential cryptographic primitives
» CA can be fast

» But, how can they be attacked?
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e QUESTIONS

» How asynchrony influences the PRNG strength!?
» Which CA are resistant to asynchrony?

» Can asynchrony increase PRNG strength?
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 NIST test surte: |88 statistical tests

* Balanced elementary rules
* Inrtial configuration: 64 bits
» |03 repetitions each producing |06 brts

* Asynchrony k=1, 2,4, 8, |6, 32, 64
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rIREE TYPES

- Plateau: remains strong
* Hill: from strong to stronger

- Mountain: from weak to strong

» Max asynchrony = weak PRNG In all cases
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CONCLUSIONS

» Always a sudden decrease In strength
» Full asynchrony is destructive for PRNG strength

» Limited asynchrony can be beneficial
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» What happens for CA or radius > |/

» What about other ways of introducing
asynchrony?

» What formal properties of the rules justify their
asynchronous behaviour?
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