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OPTIMIZING 
NONLINEARITY OF 
BOOLEAN FUNCTIONS



SYMMETRIC-KEY ENCRYPTION

• The same key k is used both for encryption and decryption [5]



PRIMITIVES IN SYMMETRIC CRYPTOGRAPHY

• Symmetric ciphers require several low-level primitives:

• Pseudorandom number generators (PRNG)

• Boolean functions 

• S-boxes

• Classic methods to build them: algebraic constructions [2]

• Alternative: (meta)heuristics (GA, GP, ...) [3, 9]



HOW TO BUILD PRG – LFSR

• Linear Feedback shift Register (LFSR): device computing a linear recurring 
sequence (LRS)

• Problem: very weak as a cryptographic PRG [5]



IMPROVING LFSR – COMBINER MODEL FOR PRG

• Idea: use n LFSRs instead of one

• LFSRs outputs combined using a 
Boolean function: 

• Security of the PRG: cryptographic 
properties of                                 [2]



BOOLEAN FUNCTIONS

• A mapping                                 represented by a truth table

• The function must satisfy some properties to resist specific attacks [2]:

• Balancedness: equal number of 0s and 1s

• High Nonlinearity: high Hamming distance from linear functions:



NONLINEARITY – GEOMETRIC INTUITION

• Example:            variables (truth tables 
of            bits, 16 functions in total)

• Linear functions and complements:

• Hamming distance from linear 
functions: 1, e.g.: 
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OPTIMIZATION PROBLEM

• Given            odd, how do we fill the table so that    is highly nonlinear?  

• The truth table has size      so there are       combinations 

• Exhaustive search unfeasible for           , optimum unknown for            
odd [2] 



EVOLUTIONARY 
ALGORITHMS SETUP



BITSTRING ENCODING FOR GENETIC ALGORITHMS

• GA genotype: fixed-length bitstrings [8, 11] 

• phenotype: truth table of

• Assumption: the input vectors of             are 
sorted lexicographically

• Usual variation operators of GA (one-point 
crossover, bit-flip mutation) [10, 12]



ROTATION SYMMETRIC ENCODING (RSBF)

• Rotation-symmetric BF (RSBF): the output of    
is invariant under cyclic shifts of the input [6]

• Greatly reduce the search space:      , where

• GA genotype: bitstring of length   



SYMBOLIC ENCODING WITH GP

• GP Genotype: a syntactic tree

• Leaf nodes: input variables
• Internal nodes: operators (e.g. AND,

OR, NOT, XOR, ...)

• Phenotype: evaluate the tree for all 
possible assignments of the leaf nodes

• Classic GP operators (subtree crossover 
and mutation, ...) [7, 12]



FLOATING POINT ENCODING

• Genotype: vector of floating point values

• Phenotype: 

1. decode each FP value into an integer 

2. Map the integer to a substring of bits

• Can be used with any continuous search 
optimization algorithms [1]



FITNESS FUNCTION

• Nonlinearity computation: through the Walsh-Hadamard Transform [3]:

• Advantage: complexity              steps instead of  

• Fitness Idea: do not simply maximize nonlinearity

• Rationale: optimize a ‘‘smoother’’ fitness



EXPERIMENTAL RESULTS



EXPERIMENTAL SETTING

• List of search algorithms considered in the evaluation:

• Fitness budget: 10^6 evaluations, problem sizes from             to             , 
30 independent runs per experiment 



RESULTS – SUMMARY STATISTICS

• Main finding: GP best search method on average

• Optimum reached by all methods only for size 7



RESULTS – BEST FITNESS DISTRIBUTIONS

• Main finding: GP performs consistently better than other methods, but still falls 
short of ad-hoc heuristics in the literature [6]



RESULTS ON LOCAL SEARCH AND RSBF

• Experimented with two improvements:

1. Adding a Local Search step (LS) to the EA

2. Restricting the space to RSBF with the 
bitstring encoding

• Main result for 9 variables: GA managed to 
find a function of nonlinearity 241

• This is the first time EA reach this result, 
matching ad-hoc heuristics [6]



CONCLUSIONS AND 
INSIGHTS



SUMMARY

• Insights:

• GP is the best performing heuristic to 
get consistently good results, but…

• LS is crucial to reach high nonlinearity, 
and GP does not cope well with LS

• Future directions:

• Restrict the space of GP to RSBF

• Explore other encodings, perform fitness 
landscape analysis of the problem [4]
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