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PRIMITIVES IN SYMMETRIC CRYPTOGRAPHY

• Symmetric ciphers require several low-level primitives:

• Pseudorandom number generators (PRNG)

• Boolean functions 

• S-boxes

• Classic methods to build them: algebraic constructions [2]

• Alternative: (meta)heuristics (GA, GP, ...) [3, 8, 9]



BOOLEAN FUNCTIONS FOR STREAM CIPHERS

• Idea: combine the outputs of n Linear 
Feedback Shift Registers (LFSR) [2]

• LFSRs outputs combined using a 
Boolean function: 

• Security of the PRG: cryptographic 
properties of



BOOLEAN FUNCTIONS

• A mapping                                 represented by a truth table

• The function must satisfy some properties to resist specific attacks, e.g.:

• High Nonlinearity: high Hamming distance from linear functions:

• Walsh Transform: Measures correlation with linear functions [2]:



NONLINEARITY – GEOMETRIC INTUITION

• Example:            variables (truth tables 
of            bits, 16 functions in total)

• Linear functions and complements:

• Hamming distance from linear 
functions: 1, e.g.: 
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BENT FUNCTIONS

• Only two spectral values:

• PRO: highest possible nonlinearity

• CONS: unbalanced, exist only for     even [2, 7]   

Example with          variables 



POLYNOMIAL BASIS

• Represents space of n-bit strings as a finite field       , reducing all elements 
modulo an irreducible polynomial [2]

Example with n=3, irreducible x³ + x + 1



IDEMPOTENT FUNCTIONS

• is idempotent if it is invariant under the Frobenius map 

• That is,

• Essentially:     gets the same output bit for each orbit

Example with n=3, irreducible x³ + x + 1



OPTIMIZATION PROBLEM

• Given           , how do we fill the table so that    is idempotent and highly nonlinear?  

• The truth table has size      so there are       combinations 

• Exhaustive search unfeasible for           , optimum unknown for            
odd [2, 3]



BITSTRING ENCODING FOR GENETIC ALGORITHMS

• GA genotype: fixed-length bitstrings [10]

• phenotype: truth table of

• Assumption: the input vectors of             
are sorted lexicographically

• Usual variation operators of GA (one-point 
crossover, bit-flip mutation) [6, 11]



SYMBOLIC ENCODING WITH GP

• GP Genotype: a syntactic tree

• Leaf nodes: input variables
• Internal nodes: operators (e.g. AND,

OR, NOT, XOR, ...)

• Phenotype: evaluate the tree for all 
possible assignments of the leaf nodes

• Classic GP operators (subtree crossover 
and mutation, ...) [5, 11]



RESTRICTED ENCODING

• Forces    to be idempotent

• Greatly reduce the search space:      , where

• GA genotype: bitstring of length

• GP genotype: evaluate the tree only for a 
single representative of each orbit [1]



FITNESS FUNCTION

• Nonlinearity computation: through the Walsh-Hadamard Transform [2]:

• Penalty term for idempotency

• Fitness functions: optimize directly idempotency penalty and nonlinearity

•

•



EXPERIMENTAL SETTING



RESULTS – BEST FITNESS VALUES

• Main finding: restricted encoding has 
the best performance overall

• GA with the TT/restricted 
representation fares better than GP

• Optimum reached only up to 8 
variables



RESULTS – FITNESS DISTRIBUTIONS

• Unrestricted encoding show huge variance: crossover and mutation are disruptive

• TT_R outperforms GP_R statistically

• Local search does not bring any benefit



CONCLUSIONS

• Summary:

• Evolving idempotent functions is 
generally difficult for EA

• Restricted encoding prevents disruptive 
nature of crossover and mutation

• Future directions:

• Study the LONs of idempotent functions 
[4]

• Consider additional properties (e.g. 
balancedness) [6]



THANKS!
QUESTIONS?
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