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PRIMITIVES IN SYMMETRIC CRYPTOGRAPHY

« Symmetric ciphers require several low-level primitives:

@ * Pseudorandom number generators (PRNG)
PRNG

« Boolean functions f:4{0,1}" — {0,1}

e S-boxes F:{0,1}" — {0,1}"

.—’@—*@ « Classic methods to build them: algebraic constructions [2]

a) Stream cipher » Alternative: (meta)heuristics (GA, GP, ..) [3, 8, 9]
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BOOLEAN FUNCTIONS FOR STREAM CIPHERS

* Idea: combine the outputs of n Linear
Feedback Shift Registers (LFSR) [2]

» |LFSRs outputs combined using a
Boolean function:

f:{0,1}" — {0,1}

» Security of the PRG: cryptographic
properties of f: {0,1}" — {0,1}

LFSR 1

LFSR 2

LFSR n
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BOOLEAN FUNCTIONS

« Amapping f:{0,1}" — {0,1} represented by a truth table

(x1,®2,23) | 000 001 010 011 100 101 110 111
f($1,$2,333)| 0 1 1 0 1 0 1 0 |

* The function must satisfy some properties to resist specific attacks, e.g.:

* High Nonlinearity: high Homming distance from linear functions:
Lo(x)=a-z=a121 B ... 0 ant,, a;x; <€ {0,1}

« Walsh Transform: Measures correlation with linear functions [2]:

Wi(a) = 3 (-1)/ 0%,
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NONLINEARITY - GEO
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Example: n = 2 variables (truth tables
of 22 = 4 bits, 16 functions in total)

Linear functions and complements:

a1x1 D axxrs TT TT 1

0 0000 1111
x1 0011 1100
T2 0101 1010

Haomming distance from linear

functions: 1, e.qg. f(x1,22) = z129
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BENT FUNCTIONS

Only two spectral values: W¢(a) € {—22,+22}

PRO: highest possible nonlinearity nly = 2"~ — 221

CONS: unbalanced, exist only for n even [2, 7]

4_
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W(f,a)
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0000 1000 0100 1100 0010 1010 0110 1110 0O
d

Example with n = 4 variables
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POLYNOMIAL BASIS

« Represents space of n-bit strings as a finite field [Fan, reducing all elements
modulo an irreducible polynomial [2]

Example with n=3, irreducible x> + x + 1

Exponent k % Binary (zox1x9) Integer
—00 0 000 0
0 1 001 1
1 o 010 2
2 a? 100 4
3 o+ 1 011 3
4 a? + o 110 6
D a?+a+1 111 7
6 o +1 101 5
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IDEMPOTENT FUNCTIONS

« f : Fon — F, isidempotent if it is invariant under the Frobenius map x — x?
. Thatis, f(x) = f(x?)  Vx € Fan

« Essentially: f gets the same output bit for each orbit O(x) = {x, x2, 2. }

Orbit Elements Size

o) {0} 1 r |01 2 3 4 5 6 7
O(1) {1} 1
02) {2,4,6} 3 :> f@y|]o 1. 1.0 1 0 1 0
O(3) 3

{3,5,7}
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OPTIMIZATION PROBLEM

« Given n € N, how do we fill the table so that f is idempotent and highly nonlinear?

(z1,%2,23) | 000 001 010 011 100 101 110 111

= afgmaxf:{o,1}n—>{0,1}(”lf)v nly < 2n—t 2571 f) = f&)

« The truth table has size 2" so there are 22" combinations

n | 3 4 5 6 7 8
227 1 956 65536 4.3-10° 1.8-1019 3.4-10°% 1.2-1077

* Exhaustive search unfeasible forn > 5, optimum unknown forn > 7 UNIVERSITY
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BITSTRING ENCODING FOR GENETIC ALGORITHMS

T e

genotype

p -

phenotype

GA genotype: fixed-length bitstrings [10]
phenotype: truth table of f

Assumption: the input vectors of {0,1}"
are sorted lexicographically

Usual variation operators of GA (one-point
crossover, bit-flip mutation) [6, 11]
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SYMBOLIC ENCODING WITH GP

 GP Genotype: a syntactic tree

* Leaf nodes: input variables
* Internal nodes: operators (e.g. AND,
OR, NOT, XOR, ..)

* Phenotype: evaluate the tree for all
possible assignments of the leaf nodes

» Classic GP operators (subtree crossover
and mutation, ...) [5, 11]
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RESTRICTED ENCODING

Genotype
000 001 011 111

0|1

« Forces f to be idempotent

« Greatly reduce the search space: 29", where

gn = % Zﬂn Qb(t)Q%

variables 4 5 6 7 8 9 10 11 12

0111 orbits 6 8 14 20 36 60 108 188 352

000 001 010 011 100 101 110 111
Phenotype « GA genotype: bitstring of length g»

« GP genotype: evaluate the tree only for a
single representative of each orbit [1] gUVERNTY



FITNESS FUNCTION

* Nonlinearity computation: through the Walsh-Hadamard Transform [2]:

Wila) = 32 (—1)/WSer - nlp =207 — S maxaery [Wy(a)]
xelfy

* Penalty term for idempotency

* Fitness functions: optimize directly idempotency penalty and nonlinearity

o fitness; : —PEN + dpeno - (nls)

_ 2" — #max_values
. fitnessy : —PEN + OpgNny - |nlf + )

2?’1
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EXPERIMENTAL SETTING

Parameter Value

Selection Steady-state, 3-tournament elimination
Population size 200

Stopping criterion 10° evaluations

Mutation probability Pt = 0.5

Independent runs 30

Bitstring crossover
Bitstring mutation

GP function set
GP crossover

GP mutation

Local search: solutions treated
Local search: trials per solution

Framework

One-point, uniform (randomly selected)
Simple bit mutation, shuffle mutation

OR, XOR, AND, IF, NOT
Simple tree, uniform, size fair,
one-point, context preserving
Subtree mutation

1% of population size
25 (random mutations)
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RESULTS - BEST FITNESS VALUES

n 6 7 8 9 10 11 12
GP, fit1 28 16 64 2 4 2 1024
GP, fit2 24 16 64 2 4 2 4
GP_R, fit1 28 56 120 240 488 984 1983
GP_R, fit2 28 56 120 240 488 986 1988
GP_R,LS, fitl 28 56 120 240 487 984 1984
GP_R,LS, fit2 28 56 120 240 486 986 1988
TT, fit1 28 56 112 -14 -64 -184 -474
TT, fit2 28 56 114 -37 -105 -271 -595
TT R, fitl 28 56 120 240 488 986 1992
TT R, fit2 28 56 120 240 488 983 1992
TT R,LS, fit1 28 56 120 240 488 986 1991
TT R,LS, fit2 28 56 120 240 488 987 1992
Best-known 28 56 120 242 496 996 2016

Main finding: restricted encoding has
the best performance overall

GA with the TT/restricted
representation fares better than GP

Optimum reached only up to 8
variables
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RESULTS - FITNESS DISTRIBUTIONS
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Figure 1: Comparison for n = 7 variables Figure 2: Comparison for n = 8 variables Figure 3: Comparison for n =9 variables

« Unrestricted encoding show huge variance: crossover and mutation are disruptive

 TT_R outperforms GP_R statistically

* Local search does not bring any benefit
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CONCLUSIONS

« Summary:
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« Evolving idempotent functions is
generally difficult for EA

« Restricted encoding prevents disruptive
nature of crossover and mutation
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 Future directions:

« Study the LONSs of idempotent functions
[4]

« Consider additional properties (e.Q.
balancedness) [6]

101

/;mx)

genotype phenotype

Genotype
000 001 011 111

\/

000 001 010 011 100 101 110 111
Phenotype
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