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Cryptographic Boolean Functions

Boolean Functions - Basic Definitions

Boolean function: a mapping f : F] — Fz, where Fo = {0, 1}

Truth table representation:

(x1,%2,X3) | 000 100 010 110 001 101 011 111
f(x1.X2,x3) | O 1 1 1 1 0 0 0

U
Q¢ =(0,1,1,1,1,0,0,0)

Algebraic Normal Form representation:

f(X1,X2,X3) =X - XoDX1DXoD X3
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Cryptographic Boolean Functions

Vernam Stream Cipher

© ©

PRG

%@ @~~Q

a) Encryption b) Decryption
> K: secret key > (P: bitwise XOR
> PRG: Pseudorandom Generator > PT: Plaintext
> z: keystream > CT: Ciphertext
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Cryptographic Boolean Functions

An Example of PRG: The Combiner Model

» Function f: ]Fg — FFo combines the outputs of n Linear
Feedback Shift Registers (LFSRs)

PSR TH—(x )

LFS‘,R 2 @ ) f(x1, X2, , Xn) next bit

[LFSR n}— (1)

» Security of the model & cryptographic properties of f
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Cryptographic Boolean Functions

Walsh Transform

Flw) = ), 00 (-1)

x€Fy
f) = (=1)1)
> W X=wi XD Bwn-Xn
Walsh Spectrum Sy = (F(0),---,F(1))
Spectral Radius Wy (f): maximum absolute value in St

v

v

v

Qr=(0,1,1,1,1,0,0,0)

UF
S;=(0,0,0,0,-4,4,4,4)
U
Wiy(f) = 4
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Cryptographic Boolean Functions

Cryptographic Properties (1/3)

» Balancedness: Half of the truth table is composed of ones
(e F(0)=0)

Q;=(0,1,1,1,1,0,0,0) = 4 ones = BALANCED

» Algebraic Degree: Degree of the ANF
f(X1,X0,X3) = X1 - X2 D X1 DX ® X3 = deg(f) =2
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Cryptographic Boolean Functions

Cryptographic Properties (2/3)

» Nonlinearity: Hamming distance of f from affine functions
(& functions of degree 1)

n=3, Wy(f)=4 = nl(f)=27"1(2"- Wy(f)) =2

» m-Resiliency: F(w) = 0 for all w having at most m ones
S;=(0,0,0,0,-4,4,4,4) = F(0,0,1)=-4#0

= f is NOT 1-resilient

Luca Mariot, Alberto Leporati A Genetic Algorithm for Evolving Plateaued Cryptographic Boolean Functions



Cryptographic Boolean Functions

Cryptographic Properties (3/3)

» f:F) — Fp with profile (n,m, d, nl) should:
» be balanced
» be resilient of high order m
» have high algebraic degree d
» have high nonlinearity n/
» Trade-offs:

» Siegenthaler’s bound: d < n— m—1 [Siegenthaler84]
» Tarannikov’s bound: NI < 2"~ —2M+1 [Tarannikov00]
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Cryptographic Boolean Functions

Search for Cryptographic Boolean Functions

>

For n > 5, exhaustive search is unfeasible

v

Evolutionary search offers a promising way to optimize
cryptographic boolean functions

Usual approach: directly search the space of boolean

\4

v

Complementary approach: Spectral Inversion
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Cryptographic Boolean Functions

Spectral Inversion [Clark04] (1/2)

» Applying the Inverse Walsh Transform to a generic spectrum
yields a pseudoboolean function f : F; — R

Sr=(0,-4,-2,2,2,4,4,-2)
UF
Q; =(0,0,0,-1,0,-1,2)

» New objective: minimize the deviation of Walsh spectra which
satisfy the desired cryptographic constraints
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Cryptographic Boolean Functions

Spectral Inversion [Clark04] (2/2)

Heuristic techniques proposed for this optimization problem:
» Clark et al. [Clark04]: Simulated Annealing (SA)
» Our work: Genetic Algorithms (GA)
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Cryptographic Boolean Functions

Plateaued Functions [Zhang99]

» Our GA evolves spectra of plateaued functions

» A (pseudo)boolean function f is plateaued if its Walsh
spectrum takes only three values: —Wjy(f), 0 and +Wjy(f)

S7r=1(0,0,0,0,-4,4,4,4) = plateaued

» Motivations:
» Simple combinatorial representation of candidate solutions,
determined by a single parameter r > n/2
» Plateaued functions reach both Siegenthaler’s and
Tarannikov’s bounds
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Genetic Algorithm

Chromosome Encoding

» Resiliency Constraint: ignore positions with at most m ones

x [ 000 100 010 110 001 101 011 111

S| o 0 0 -4 0 4 4 4

» The chromosome c is the permutation of the spectrum in the
positions with more than m ones:

x\11o 101 011 111
c|l -4 4 4 4

» The multiplicities of 0, — W (f) and +Wp(f) in the
permutation depend on plateau index r
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Genetic Algorithm

Fitness Function

» Given 7 : Fg — R, the nearest boolean function b: Fg — Fsis
defined for all x € F] as:

41 ,iff(x) >0
b(x)={-1 ,if f(x) <0
+1 or —1 (chosen randomly) , if f(x) =0

» Obijective function proposed in [Clark04]:

obj(f) = > (F(x) - b(x))?

n
x€Fy

» Fitness function maximised by our GA: fit(f) = —obj(f)
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Genetic Algorithm

Genetic Operators (1/2)

» Crossover between two Walsh spectra py, p> must preserve
the multiplicities of —Wj(f), 0 and +Wp(f)

» Idea: use counters to keep track of the multiplicities [Millan98]
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Genetic Algorithm

Genetic Operators (2/2)

» Mutation: swap two random positions in the chromosome with
different values
» Selection operators adopted:

» Roulette-Wheel (RWS)
» Deterministic Tournament (DTS)
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Experiments

Experimental Settings

Common parameters:

> Number of variables n = 6,7 and plateau index r = 4

(n,m,d.nl) [Ores| 0204 [ = Wu(f)l [+ W (1)l
(6.2.3,24) 22 26 6 10
(7.2.4,56) 29 35 28 36
GA-related parameters: SA-related parameters:

> Population size N =30 > Inner loops MaxIL = 3000

» max generations G = 500000 > Moves in loop MIL = 5000

> GAruns R =500 » SAruns R =500

> Crossover probability p, = 0.95 > Initial temperatures T = 100, 1000

> Mutation probability p, = 0.05 » Cooling parameter: a = 0.95,0.99

> Tournament size k =3
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Experiments

Results

Statistics of the best solutions found by our GA and SA over R = 500 runs.

n Stat GA(RWS) GA(DTS) SA(T1,a1) SA(T2,2)
avgo 14.08 13.02 19.01 19.03
ming 0 0 0 0

6 max, 16 16 28 28
std, 5.21 6.23 4.89 4.81
hopt
avg; 83.3 79.2 79.1 79.4
avgo 53.44 52.6 45.09 44.85
ming 47 44 32 27

7 max, 58 59 63 57
std, 2.40 2.77 4.39 4.18
F#opt 0 0 0 0
avg; 204.2 204.5 180.3 180.2
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Conclusions

» Main contribution: Genetic Algorithm for evolving Walsh
spectra of boolean functions by spectral inversion

» The GA focuses exclusively on plateaued functions, due to
their good cryptographic properties

» Specialized crossover and mutation to preserve the
multiplicities in the spectra

» For n =6, our GA is more efficient than SA [Clark04] in
generating plateaued boolean functions
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Future Developments

» n=6is too low for practical cryptographic applications!
(necessary at least n = 13 to avoid algebraic attacks)

» Our GA does not scale to higher number of variables

» Future experiments: combine our GA with local search
technique of [Kavut07]

» Further improvements: different fitness functions, additional
cryptographic properties, ...
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